
Privacy Policy

Data Protection and Use of Personal Data

This Privacy Policy applies to AutoLayer, Inc. (hereinafter referred to as "AutoLayer," 

"Company," "we," "us," or "our"), and governs the interactions on our website, 

(autolayer.io), and all related services, tools, and features (collectively, the "Services"). 

Our primary mode of interaction with users is through wallet addresses, and we do not 

collect any personal information. For the purposes of this Privacy Policy, "you" and "your" 

refer to you as the user of the Services.



Please read this Privacy Policy carefully. By using, accessing, or downloading any of the 

Services, you agree to the collection, use, and disclosure of your information as 

described in this Privacy Policy. If you do not agree to this Privacy Policy, please do not 

use, access, or download any of the Services.

At AutoLayer, Inc. ("AutoLayer"), we may collect personal data in specific instances, such 

as when you subscribe to our newsletter, participate in beta testing, fill out forms, or 

request customer support. This data, including email addresses and relevant contact 

information, is used to enhance your experience and improve our Services.



We respect your privacy and only collect personal data with your explicit consent. You 

have control over your preferences, and if you no longer wish to receive communications 

from us, you can easily unsubscribe.



AutoLayer is committed to safeguarding your data through stringent security measures, 

and we do not share or sell your personal data to third parties for marketing purposes. 

Your trust in us is vital, and we continually strive to enhance our Services based on your 

valuable feedback.
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Legal Basis for Data Processing (GDPR)

Purposes of Use of Personal 
Data and Legal Basis

We process personal data in compliance with the General Data Protection Regulation 

(GDPR) based on the following legal bases

 Consent (Article 6(1)(a) GDPR): We process data with the explicit consent of the data 

subjects, such as when users voluntarily subscribe to our newsletter or participate in 

beta testing, ensuring that their preferences are respected

 Contractual Necessity (Article 6(1)(b) GDPR): Data processing is essential for 

fulfilling contractual obligations, as seen in beta testing, where data is processed to 

meet the terms of the testing agreement

 Legal Obligation (Article 6(1)(c) GDPR): We process data to comply with legal 

obligations imposed on us, such as regulatory requirements or legal investigations, 

ensuring full adherence to the law

 Legitimate Interests (Article 6(1)(f) GDPR): We may process data to improve our 

Services, balancing our interests with the rights and interests of users, guaranteeing 

responsible data use.

a) When using our services, you connect your wallet to AutoLayer through platforms like 

 and  We prioritize data protection and adhere to strict measures in 

compliance with applicable laws. While connecting your crypto wallet, please be aware 

that the relevant wallet provider may collect some personal data. It's important to note 

that AutoLayer is not responsible for any personal data processing during the wallet 

connection process.

MetaMask Zerion.
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Analytics

b) In our dApp, we use cookies and tracking tools to enhance your experience and 

provide personalized content. While our dApp doesn't primarily use cookies, some 

additional scripts loaded through Tag Manager may use them for specific functions. You 

can manage these cookies in your device settings to control your privacy preferences.

We utilize Google Analytics to collect and analyze data about user interactions with our 

dApp. Google Analytics may use cookies to track user behavior on our site. To learn more 

about how Google Analytics collects and processes data, please refer to their 

.

privacy 

policy

Social Networks

AutoLayer has a presence on platforms like X, Medium, Discord, and Telegram, where 

you can engage, comment, and participate in discussions to join the community. Please 

be aware that when interacting with us on these platforms, you are subject to their 

privacy policies. We encourage you to review their policies to understand how your data 

may be collected and used.

Data Provision

While providing data is optional, it may be necessary for certain services. If you choose 

not to provide this data, we may not be able to offer the service. Please agree to our 

privacy policy before connecting your wallet. Your data is valued, and we use it 

responsibly to enhance your experience.
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Security

We prioritize data security and employ stringent measures to protect your personal 

information from unauthorized access, disclosure, alteration, or destruction.

Children's Privacy and Compliance

AutoLayer is committed to protecting the privacy of minors in compliance with 

international regulations. Our Services are not intended for children under the age of 13 

in the United States and follow COPPA guidelines. We also align with GDPR and similar 

laws in Europe and other regions, ensuring that children's privacy is respected. If you are 

a parent or guardian and believe that your child has provided us with personal 

information, please contact us, and we will promptly take steps to delete such 

information to comply with relevant regulations.

Updates

To uphold our commitment to your privacy, this policy may evolve. Please stay informed 

by periodically reviewing this policy for any modifications.

Contact AutoLayer

If you have any questions, concerns, or inquiries regarding our Privacy Policy or the 

processing of your personal data, please don't hesitate to reach out to us via email at 

support@autolayer.io. We value your feedback and are here to assist you.
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